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What we'll cover

« Why manufacturing is a major target

 The threat landscape

 The law: Compliance vs Protection

» Perato Principle for cyber security
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Why the sector is a major target
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Why the sector is a major target
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Why the sector is a major target

Manufacturing presents a (relatively) low risk / high

reward environment for cybercrime:

e more “attack surfaces” (IT/OT)
 budget priorities

 business priorities (safety / QA)
 workforce busy with “real work”

d BWN—=2]

“1"@i wusw tbere are befter ways bo diaguive senuitive
informarion, but we don't have a big badger.”
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The threat landscape

Vector vs Goal

Vectors Goals
 disgruntled workforce e system damage
« RAT e reputational damage
» social engineering o data theft
« BEC « credential harvesting
« stolen credentials * money s tom

* purchased credentials
e ransomware

24 6IASBERGEA

“I keep our secure files in a coffee can
buried behind the office. You can’t
hack into that with a computer!”
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The threat landscape

Most attacks are multi-vector

Encrypted
Credential N etWO I’k /

theft RAT Ransomware $$$
demand

Credential

Access Attack Result
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The threat landscape (all industries)
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The threat landscape

Leading vectors for manufacturing:

* ransomware

 business email compromise
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The threat landscape — BEC Attack
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The threat landscape — RAT/Ransom Attack
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The law: Compliance vs Protection
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The law: Compliance vs Protection

Most laws are privacy-focused not data security
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The law: Compliance vs Protection

The impact of neglected data security legal
obligations are felt at the worst possible moment:

after a breach has occurred
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The law: Compliance vs Protection

Absence or insufficiency of data security
program drives liability and cost
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The law: Compliance vs Protection

Data Security Program — standards and controls:

Data Categorization and Management.
Asset Management

Access Controls; Monitoring

Vulnerability Testing

Third Party Oversight

Incident Response and Management
Workforce Member Training and Adherence
Data Retention and Destruction

Business Continuity and Disaster Recovery

©ONOOAWNE
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The law: Compliance vs Protection

Scale and flexibility are key to cost effective compliance:

- Mrﬂ-’rf‘d' s SR B

; g i HEFNRS?

T = st
o ¥ S

oo

_ - redurEon

— —Q\Jm‘\bﬁ
TITELAT SN
e

i BART .a‘_":ﬁ: e
= -t lr-.l oA v i A

d

GORDONSREES
SCULLY MANSUKHANI

www.grsm.com



The law: Compliance vs Protection

Policy compliance

Protection / Security
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The law: Compliance vs Protection

Program standards and controls must be operationalized

5o THAT'S )
.. WHY THEY CALL
Cloud [Kklaiid] T eLouns
vb. to make obscure, COMPUTING!
to confuse.

© D.Fletcher for CloudTweaks.com
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Iple

Pareto Princ

art 1)

80% of the results come from 20% of the effort
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Pareto Principle

high risk

moderate risk (Pll system in the
cloud and is mission
system in the
cloud though
_ not critical to
low risk the business)

(no PII system on
prem not critical
to the business)
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Pareto Principle

Keep it simple:
 Where’s your data?
* Who's accessing it?

 How are they accessing
it?

What are they doing with it?

When will it be available?

Who will be responsible for

a security incident?
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Pareto Principle

80% of the results come from 20% of the effort (part 2)

1.Least privileged access

2. Encryption

3. Multi-factor Authentication*
4. End-point monitoring
5.Vendor Contracting
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Reality Check

On Premises

e |nstalled on
your server

 at your facility

 license fee
separate from
maintenance/
support fee

e substantial
Implementation

Hosted

Installed on your
or vendor server

at vendor facility

hosting fee
added

hosting
environment set
up needed in
addition to
Implementation

X-a-a-S

vendor’s server
vendor’s facility
single fee
minimal set up
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a few good clauses
Where’s Your Data?

e On-shore or Off?

 Facilities Quality?

e Change of Location?

I'M UPLOADNG
MY DATA TO
THE CLOUD.

SURE THAT'S |

AL JOHNSON Jk.

I'M PRETTY

NOT HOW
IT'S UONE.

© CloudTweaks.com

GORDONsREES
SCULLY MANSUKHANI

www.grsm.com



a few good clauses
Where’s Your Data?

On-shore or Off?

In no event, whether by itself or through any otherwise
approved Third Party Supplier, shall Supplier perform
Services or it
commonwealths, territories and possessions (including
indirectly |via remote network access) without the prior
written consent of Customer In each instance.
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a few good clauses
Where’s Your Data?

Change of

Location?

Migration. Supplier shall provide reasonable|advance notice|j of any change in any
Approved Facility location with reasonable assurances that the new data center meets

the requirements hereunder. Supplier shall

perform at no additional charge

(for either

fees or expenses), all such services as are necessary to complete the orderly transition
of the applicable services and data to the new facilities (the “Migration Services”). The
Migration Services shall be performed in accordance with a plan and on a schedule

approved by Customer, which approval sha
conditioned. There shall be no suspension
Migration Services unless otherwise agreed

or change in any service levels

| not be unreasonably withheld, delayed or

during the

In writing by the parties and a discount or
waiver of fees is provided to Customer in an amount reasonably proportionate to the
period of suspension or magnitude of change.
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a few good clauses
Who's Accessing Your Data?

TRUST ME. oUR

« Vendor Personnel oo e IR 0

ABLE To ACCESS YouR
DATA!

e Subcontractors

 Third Parties

\

© D.Fletcher for CloudTweaks.com
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a few good clauses
Who's Accessing Your Data?

Vendor Personnel

Supplier shall assign to Customer’'s account only its employees or individual
subcontractors of the type commonly referred to as “1099's” (“Supplier Personnel”). All
other personnel providing Services shall be considered third party subcontractors and
governed by the Third Party Supplier provisions of Section 6.6. All Supplier Personnel,
and the personnel of all permitted Third Party Suppliers, shall be screened for: (a)
convictions of felonies and financial-related crimes [committed during the last seven
years; (b) verification they are not subject to or included on the regulations administered
by the |Office of Foreign Assets Control of the United States Department of the Treasury
through the General Services Administration’s Federal Acquisition Regulation compliance
program; and (c) compliance with immigration laws.
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a few good clauses
Who's Accessing Your Data?

Subcontractors

Supplier shall not, without the prior written consent of Customer, provide the Services
through any third party including any Supplier Affiliates (each a “Third Party Supplier”). If
Customer approves Supplier’'s use of a Third Party Supplier: (a) Supplier shall be the prime
contractor to Customer with respect to such Third Party Supplier and shall assume full
responsibility and liability for the Services and acts and omissions of the Third Party Supplier
(including any liens or encumbrances Third Party Supplier’s place or purport to assert on
Customer property); and (b) prior to disclosing any of Customer’s Confidential Information
(defined in Article 9) or performance of Services by such Third Party Supplier, Supplier shall
have entered into a written agreement with the Third Party Supplier expressly binding such
Third Party Supplier{to the confidentiality and data security provisions) IPR (defined in
Section 7.8(b)) provisions and such other terms of this Agreement as Customer may require
and such terms and conditions shall govern irrespective of any contrary term or condition that
may be contained in a separate agreement between Supplier and a Third Party Supplier. At
Customer’s request, Supplier shall provide Customer with written evidence in a form
reasonably acceptable to Customer of compliance with the foregoing.
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a few good clauses
Who's Accessing Your Data?

Non-Subcontractor Third Parties
Facilities Standards — SOC 2 and ISO 2700x

» dual-factor access control (with at least one biometric factor) at
principal facility access points

» single-factor biometric authentication to all interior secure areas

» single-factor biometric access control at individual cage access
points

o 24x7x365 on-site security, CCTV surveillance of interior and exterior
strategic locations and access points with a minimum of 10 days
video retention
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a few good clauses

What are they doing with your Data?

ILVE oNLY MANAGE? To

P, COLLECT A 100MB oF DATA

* Restricting Use ON OUR CUSTOMERS.

THEY’'RE A BORING BUNCH
oF PEOPLE!/

« Allowing Aggregation

© D.Fletcher for CloudTweaks.com
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a few good clauses

What are they doing with it?

As between Supplier and Customer, all data provided to Supplier by or on behalf of Customer and/or
its Affiliates under this Agreement (“Customer Data”), remains the sole property of Customer. Those
elements of Customer Data recognized at law as trade secrets shall be governed by Customer’s
ownership of IPR above. All Customer Data, whether or not trade secret, shall be Customer’s
Confidential Information, subject to the terms of this Agreement. Additional terms with respect to
certain types of Customer Data are set forth in Article 9 hereto. Unless otherwise agreed by the parties
in writing, only Supplier Personnel located within the United States and its territories, commonwealths,
and possessions will have access to Customer Data. Supplier Personnel shall not have the right to
copy Customer Data except to the limited extent necessary to perform under this Agreement. Supplier
shall be responsible for deletion, destruction, or alteration of Customer Data while in the possession or
custody or under the control of Supplier Personnel. Customer Data shall not be used by Supplier for
any purpose other than that of providing Services, nor shall Customer Data be disclosed, sold,
assigned, leased, or otherwise disposed of to third parties by Supplier, or commercially exploited by or
on behalf of Supplier and Supplier Personnel. Upon Customer’s request at any time during the Master
Term, Supplier shall deliver all Customer Data then being maintained by Supplier in such form or
media as is reasonably requested by Customer.
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a few good clauses

When will your data be available?

o Uptime SLA

e Periodic Delivery

e Post-Termination

oH No!/
THE CLoud’S GoNE
DOWN. | CAN'T
SHow You AlL
MY HolIDAY
pHoTOS!!!

© D.Fletcher for CloudTweaks.com
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a few good clauses
When will your data be available?

Uptime SLA —the basics

Without limiting Supplier's obligations to meet the Availability Service Level
(defined below), Supplier shall use commercially reasonable efforts to make
sure that the Software and portions thereof will be “available” to Authorized
Users|24 hours per day, 7 days per week, 365 days per year.| Notwithstanding
the foregoing, Supplier shall ensure that the Software is “available” for use by
Authorized Users ninety-nine and nine tenths percent |(99.9%)| of the time 7
days per week, 365 days per year excluding Scheduled Downtime (the
“Availability Service Level”). For purposes of this Agreement, System
“available” and its variants means a working database server with the Software
and Customer’s database(s) mounted, running, and accessible from all servers
to the public Internet. | “Scheduled Downtime”| means 6:00 p.m. Saturday
Eastern prevailing time through 5 a.m. Monday Eastern prevailing time.
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a few good clauses
When will your data be available?

Uptime SLA —tricks of the trade

Supplier will be responsible for the hardware, equipment, telecommunications
and networking infrastructure necessary to provide the Software from a point of
demarcation starting with [the Appliance permitting ingress to the Data Center
from the” WAN ™ Circuit, continuing thereafter to the Data Center's egress
Appliance back to the Public Circuit. For avoidance of doubt, Supplier is not
responsible for the Public_Circuit itself, except that Supplier shall perform an
industry-accepted | ping-like monitoring test |of the telecommunications line
connected to its Ingress/egress Appliance |every ten (10) minutes| and
immediately take corrective action if such test does not return a signal indicating
proper functioning. As used herein the term “Appliance” means either a router,
or if a dedicated PBX or switching software is leased or owned by Supplier, such
PBX or switching software; and where the term “Public Circuit” means the third
party provided circuits, overland and/or submarine cabling and other connectivity
infrastructure from a point of demarcation starting at the point immediately after
the ingress/egress Appliance at the Customer site to the point immediately before
the ingress/egress Appliance router at the Data Centers.
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a few good clauses
When will your data be available?

Periodic Delivery

Data Refreshes; Backup and Data Return. On a continuous basis, Supplier
shall refresh Customer Data transmitted through the Software provided by
Customer’s Authorized Users. Upon Customer’s written request from time to
time (but no more than once per quarter), Supplier shall provide to Customer a
copy of all of Customer Data provided by Customer’s Authorized Users in a
format mutually agreed to by the parties. Unless more frequent back-ups are
provided under Supplier's separate back-up and DR-BC Plan, back-up services
shall be performed for all Customer Data at least daily with offsite storage of all
media used therefor.
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a few good clauses
When will your data be available?

Post-Termination

The Disengagement Services shall include the performance by Supplier of
such services as shall be necessary to facilitate the orderly transfer of the
Client Data to Client or its designee including delivery of Client Data in native or
_other agreed format which shall in_all events be readable/useable with
common, commercially available software.| Supplier shall have no right to
delete Client Data from its servers until 180 days after termination or expiration
or 10 days following completion of the agreed Disengagement Services,
whichever is later. At that time, Supplier shall certify to such destruction in

writing.
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a few good clauses
What if there’s a disaster?

I THINK WE MAY NEED To
UPDATE oUR DISASTER RECOVERY PLAN.

e The Basic Plan THIS ONE SUGGESTS WE ALL RUN
AROUND IN CIRCLES SHOUTING

'WHAT Do WE Doz!l’ '\WHAT bo WE boz!l

\

« The SLAs |

* Force Majeure
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a few good clauses
What if there’s a disaster?

The Basic Plan

Supplier has established, tested and throughout the Master Term, will maintain and test at least
annually, for each facility from which, and all elements of infrastructure on which, the Services are
provided and/or Software deployed, a comprehensive disaster recovery and business continuity plan
(the “DRBC Plan”) sufficient to respond to and manage any event, whether or not within Supplier’s
control, that is or may reasonably be expected to prevent or materially adversely affect Supplier’s
performance, or damage Supplier facilities, infrastructure or assets including the loss of production,
systems or equipment, supply chain failures, failure of carriers and the failure of Supplier's equipment,
computer systems or business systems (in all cases including both short and long term disruptions)
(“DRBC Events”). Consistent with industry standards and best practices, the DRBC Plan shall at a
minimum, include a recovery strategy and appropriate procedures to resume the Services within no
more than 72 hours of the occurrence of the DRBC Event and no greater than 24 hours of data loss.
pill: (i) certify the DRBC Plan is fully operational and continues to
;|(i)) provide Customer with a copy of the DRBC Plan and/or any
I permlt Customer (or its designated third party auditor, subject to
confidentiality restrlctlons) to observe annual testing of the DRBC Plan. Supplier shall immediately
implement the DRBC Plan upon the occurrence of a DRBC Event and, notwithstanding anything to the

antra horoin A nnt__he nlinvad alaa h_oblication _on _account _of _an \/ aYa ho
reinstatement of the Services (or availability of the Software) under the affected Agreements will
receive as high or greater priority as that of reinstatement of services for Supplier’'s Affiliates and other

O111€
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a few good clauses
What if there’s a disaster?

The SLAs — RTO and RPO

Supplier has established, tested and throughout the Master Term, will maintain and test at least
annually, for each facility from which, and all elements of infrastructure on which, the Services are
provided and/or Software deployed, a comprehensive disaster recovery and business continuity plan
(the “DRBC Plan”) sufficient to respond to and manage any event, whether or not within Supplier’s
control, that is or may reasonably be expected to prevent or materially adversely affect Supplier’s
performance, or damage Supplier facilities, infrastructure or assets including the loss of production,
systems or equipment, supply chain failures, failure of carriers and the failure of Supplier's equipment,
computer systems or busmess systems (in all cases including both short and long term disruptions)

minimum, mclude a recovery strategy and appropriate procedures to resume the Services within no
more than 72 hours of the occurrence of the DRBC Event and no greater than 24 hours of data loss.
Upon Customer’s request, Supplier will: (i) certifty the DRBC Plan is fully operational and continues to
be tested no less than once annually; (ii) provide Customer with a copy of the DRBC Plan and/or any
results of the test thereof; and (iii) permit Customer (or its designated third party auditor, subject to
confidentiality restrictions) to observe annual testing of the DRBC Plan. Supplier shall immediately
implement the DRBC Plan upon the occurrence of a DRBC Event and, notwithstanding anything to the
contrary herein, will not be relieved from such obligation on account of an FM Event. The
reinstatement of the Services (or availability of the Software) under the affected Agreements will
receive as high or greater priority as that of reinstatement of services for Supplier’'s Affiliates and other

e CUSIOMELS
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a few good clauses
What if there’s a disaster?

Force Majeure

Neither party shall be deemed in default or otherwise liable for any delay in or failure of its
performance under this Agreement by reason of any act of God, act of war or terrorism, fire, natural
disaster, accident, riot, act of government or third party strike or labor dispute (each, an “FM Event”);
provided however, that: (i) the party suffering from such FM Event shall provide the other party with
written notice immediately upon becoming actually aware of its occurrence; (ii) in addition to any other
remedy at law, in equity or under this Agreement, the other party may terminate an affected

Agreement, and in the case of Customer, receive a pro-rata refund of any prepaid amounts remaining
as unearned as of the time of termination if perfarmance is not re.commenced within 10 calendar days

of the occurrence of the FM Event; and |(iii) nothing herein_shall relieve Supplier of any disaster
recovery or business continuity obligations under an Orderj For avoidance of doubt, unless an FM
Event substantially frustrates all material performance obligations despite diligent efforts, such event
shall not operate to excuse, but only to delay, performance.
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a few good clauses
Who's responsible for security incidents?

NAH, I’'M NoT
_ WORRIED ABOUT CLoubd
SECURITY. MY STORED
* Notice and Response DATA 15 50 DISORGANIZED
THEY’D NEVER BE ABLE To
FIND ANYTHING!

e Remedies

. Liability

© D.Fletcher for CloudTweaks.com
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a few good clauses
Who's responsible for security incidents?

Notice and Response

Immediately upon becoming aware of a Security Breach, Data Handler shall activate and implement
the incident response and management elements of the Security Program as set forth in Section 4.1
above. In addition, Data Handler shall: (a)f provide Company with written notice within 24 hours of Data
Handler becoming aware of the Security Breach;|(b) preserve all information and evidence related to
the Security Breach (including by suspending routine overwriting or deletion of data or log files); and
(c) allow Company to reasonably participate in the investigation of the Security Breach and/or conduct
its own parallel independent investigation (including by making servers, storage devices and media
available to Company, or its designated representative, for forensic imaging and analysis). In all
events, Data Handler shall, at Data Handler’s cost, retain as a Permitted Subcontractor hereunder, an
independent forensic investigator to image and preserve the affected hardware and equipment, to
investigate the scope and cause of the Security Breach (including, which data fields were
compromised and the individuals affected by such compromise) and to minimize the effects of the
Security Breach, including steps to secure Company Data. In such case, Data Handler agrees (so long
as permitted by law/law enforcement) to permit the forensic investigator to disclose any information
and evidence to Company related to cause, scope, and extent of the Security Breach. Data Handler
shall not charge Company for the cost of any work to be performed in connection with the investigation
or remediation. Except as may be required by applicable law, Data Handler agrees that it will not
disclose the occurrence of a Security Breach to any third party, including any governmental or industry
self-requlatory authority, without first obtaining Company’s prior written consent.
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a few good clauses
Who's responsible for security incidents?

Remedies

To the extent a Security Event triggers an obligation under the Data Handling Rules to
provide: (a) notification to public authorities or regulators, such as the Attorneys General
of the several United States, the New York State Superintendent of Financial Services,
the Office of Civil Rights within the U.S. Department Health and Human Services or any
Data Protection Authority in the Swiss Confederation or any EU member nation; (b)
notification to individuals whose Personal Data is included in the Company Data; or (c)
undertake remedial measures such as providing credit monitoring services, identity theft
insurance or the like (each of the foregoing, a “Remedial Action”), at Company’s request
Data Handler shall, at Data Handler's cost, undertake Remedial Actions and, in any
event, will remain financially responsible therefor whether such Remedial Actions are
undertaken by Data Handler or Company. The timing, content, and manner of
effectuating such Remedial Action shall be agreed by the parties and in all cases shall
comply with the applicable Data Handling Rules.

GORDONsREES
SCULLY MANSUKHANI www.grsm.com



a few good clauses
Who's responsible for security incidents?

Liability

e Fully indemnified

* Uncapped

 |Inclusive of consequential damages
* |pso facto
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